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Abstract

Digitalisation has reshaped market structures by enabling large-scale data extraction and cross-
market use of consumer information. In data-driven markets, data generated in one market
can be combined and deployed in unrelated markets, allowing firms to reduce costs, improve
targeting, and extend competitive advantages across digital ecosystems. While such practices
can generate efficiency gains and improve service quality, they can also reinforce data-driven
market power, raise entry barriers, and generate privacy harms especially in markets characterised
by strong network effects, economies of scale and scope in data, and user lock-in. This policy
brief examines the economic mechanisms through which cross-market data use by large digital
platforms affects competition and privacy, drawing on recent academic literature and selected
competition cases. It analyses the trade-offs among proposed regulatory approaches to address
privacy and anti-competitive concerns arising from digital platforms’ use of consumer data from
one market to another market. At the end, the brief argues for a calibrated approach: combining
ex-post enforcement with targeted ex-ante obligations, continuously reviewed to avoid unintended
innovation harms.
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Economics of Data-Driven Markets
Mitigating Market Power: Options and Trade-Offs

1. Introduction

Digitalisation has been one of the most dominant
forces shaping markets in recent decades. Digital
mediation has reshaped business models, market
access mechanisms, ways of communication, and
transactions. The market shift towards digital
platforms has resulted in consumer behaviour
data being continuously extracted from the
online activities of individuals. It is not a one-
time static dataset.

“Big data” refers to the collection, storage, and
analysis of large quantities of data for various
purposes. Data “extractivism” of this kind has
promoted business models that rely entirely
on data collected from users. Digital platforms
possess this data not because of properly defined
property regimes but because they control
critical bottlenecks in how consumers access the
internet.!

In this data-rich environment, Big Tech firms
(e.g., Alphabet, Meta, Amazon, Apple, and
Microsoft) have expanded into unrelated markets
through a series of mergers and acquisitions.?
Expansion across digital markets can enable
these firms to collect data and monetise the
information collected from adjacent markets.
For example, Google, Meta and Amazon operate
as multi-product firms that collect vast amounts
of user data in one market and monetise it in
another. Google can use Android data to improve
advertising on Search and YouTube; Meta can use
WhatsApp data to refine advertisement targeting
on Facebook and Instagram; and Amazon can
exploit Alexa and Prime Video data to personalise

recommendations on its e-commerce platform.’
These examples illustrate the interconnected
structure of data-driven markets: data generated
in a data-collection market can be used in an
unrelated data-application market, potentially
strengthening ~ competitive  position  and
increasing revenues.

Recent academic literature has formalised
how cross-market data use generates both
competition and privacy concerns. Priifer and
Schottmiller (2021) showed that data collection
can lower innovation costs and help a dominant
firm extend its power into connected markets.*
Jakhu and Chowdhury (2025) showed that such
cross-market use can distort data-collection
incentives, leading to too much or too little
data collection and allowing firms to entrench
adjacent markets through less intrusive but more
effective advertisements.> Chen et al. (2022)
showed that, after a merger, a firm may cut prices
in one market to collect more data, then use
personalised pricing in another market to extract
greater surplus, resulting in an exploitative data-
based theory of harm.® However, data aggregation
across services can improve recommendations
and search, enhance user experience, and
increase advertising effectiveness. Therefore, the
welfare effect of cross-market data use is a priori
ambiguous.

Against this background, this policy brief has
three main objectives: examining the economic
mechanisms through which data collection and
cross-market data combination by Big Tech firms
can raise competition and privacy concerns;
outlining the economic trade-offs involved

1 Jacobides, M.G., & Lianos, I. (2021). Regulating platforms and ecosystems: An introduction. Industrial and Corporate Change, 30(5), 1131-1142. https://academic.oup.

com/icc/article/30/5/1131/6401198
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https://doi.org/10.1177/10591478251325742

Motta, M., & Peitz, P. (2021). Big tech mergers. Information Economics and Policy, 54, 100868. https://www.sciencedirect.com/science/article/pii/S0167624520300111
Govindarajan, V., & Venkatraman, V. (2022). The next great digital advantage. Harvard Business Review. https://hbr.org/2022/05/the-next-great-digital-advantage

Priifer, J., & Schottmiiller, C. (2021). Competing with big data. Journal of Industrial Economics, 69, 967-1008. https://doi.org/10.1111/joie.12259

Jakhu, G., & Roy Chowdhury, P. (2025). Endogenous data collection in platform markets: Privacy and welfare. Production and Operations Management, 34(9), 2700-2719.

6  Chen, Z., Choe, C., Cong, J., & and Matsushima, N. (2022). Data-driven mergers and personalization. The RAND Journal of Economics, 53(1), 3-31. https://doi.

org/10.1111/1756-2171.12398




across different regulatory approaches, guided by
the current state of academic literature on data
collection in connected markets; and discussing
key competition cases examining data collection
and application across markets and their
implications for ex-post and ex-ante regulations
in digital markets.

This policy brief yields three key messages:
First, cross-market data collection can generate
privacy harms and reinforce data-driven market
power through several channels, including lower
marginal costs of production, more effective
advertising, and greater extraction of consumer
surplus through personalised pricing.

Second, a purely consumer-centric “informed
consent” approach is inadequate in digital
markets, since users have limited ability to exercise
meaningful privacy choices. This approach also
fails to address the structural factors of entrenched
dominance, such as data-driven network effects
and economies of scale and scope in data.
Regulation must therefore move beyond consent
and incorporate structural measures, including
limits on cross-market data use, data-sharing
remedies, data portability, and interoperability.
However, the welfare effects of these measures
are ambiguous, and regulators should apply them
cautiously, balancing trade-offs between privacy,
competition, and innovation. Importantly, since
the private returns to data can diverge from its
contribution to overall welfare, assessing the
social value of data is essential for weighing the
trade-offs of remedies such as mandated data
sharing.

Third, there is a growing convergence on the
view that competition authorities can use ex-
post enforcement to examine anti-competitive
concerns arising from privacy degradation
linked to data collection and sharing. However,
such interventions may arrive too late once
markets have tipped, underscoring the need for
ex-ante regulation in specific digital markets. In
particular, when data-driven network effects are

strong and relevant data are unique and non-
replicable, cross-market data combination can
generate substantial market power, justifying ex-
ante data-related remedies.

2. Data-Related Theories of Harm

A growing strand in the literature has formalised
data-driven theories of harm in digital markets,
particularly in the context of the intertwined
market structure discussed above. These studies
model data as a strategic input whose collection
and use across markets can affect both market
power and privacy outcomes. This section
outlines the relevant economic frameworks and
the associated theories of harm.

2.1 Market Tipping and Reduced
Innovation Incentives

Prifer and Schottmiiller (2021) developed a
dynamic duopoly model where two firms compete
by repeatedly investing in product quality.’
Demand in each period depends on relative
quality, and revenues are proportional to demand.
A key feature of their model is that it captures
data-driven indirect network effects operating
on the supply side through decreasing marginal
costs of innovation. When a user joins and uses
a particular firm’s service, user information is
generated, and this information can be used
to improve the product quality. Consequently,
higher initial demand lowers the marginal cost
of innovation: producing an extra unit of user-
perceived quality becomes cheaper when the firm
has access to more user information.

This data-driven mechanism, when applied to
connected markets, can lead to market tipping.
Two markets are connected if user data from
one market reduces innovation costs in the
other. For example, data gathered in the data-
collection market can be reused to improve
quality in the data-application market at a lower
marginal cost. Once a firm has tipped the data-
collection market, it possesses a large stock of

7  Prifer, J., & Schottmiiller, C. (2021). Competing with big data. Journal of Industrial Economics, 69, 967-1008. https://doi.org/10.1111/joie.12259
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data that lowers its innovation costs in the data-
application market, making entry into data-
application market profitable even if the market
is initially a traditional market with incumbents.
After entry into the data-application market, the
firm’s initial demand in it generates more data,
further lowers its innovation costs, and drives the
market towards tipping in its favour. In this way,
dominance in one data-driven market can trigger
a domino effect, allowing a firm to leverage its
informational advantage to tip other connected
markets.

A consequence of data-driven network effects and
market tipping is lower innovation incentives in
markets. Since smaller firms lack access to a large
stock of user data generated by a much larger user
base, they face higher marginal costs of innovation
than dominant data-rich firms. Consequently,
even if a smaller rival makes a major innovation
effort to compete effectively, a dominant firm
can quickly imitate the improvement at a lower
innovation cost using its superior data, then re-
establish its quality advantage. Therefore, smaller
rivals have little incentive to innovate. Knowing
this, dominant firms also have lower incentives to
innovate since their user data from other markets
and their use of this data in data-application
markets help the dominant firms maintain a
competitive advantage.

This data-based innovation theory of harm is
also consistent with the classical theoretical
relationship between competition and innovation.
The positive relationship between competition
and technological progress is based on the
assumption that competitive market structures
incentivise the development of innovative
products and processes so as to generate
additional profits through future market power.®
The commonly accepted view is that there exists
an optimum level of competition that produces
the highest levels of innovation.’ It follows that

in digital markets that have already tipped and
where entry barriers are high, a monopolist
platform would face little competitive pressure to
invest in innovation to maintain its dominance,
other things being equal.

2.2 Inefficient Data Collection and
Entrenchment of Dominant Position

Jakhu and Chowdhury (2025) constructed and
examined a framework in which a firm is a
monopolist in a primary data-collection market
and faces competition in a secondary data-
application market, where firms choose both
prices and advertising levels.”® An important
feature of the framework is the relationship
between the two markets: data collected in the
primary market canbeused toimproveadvertising
in the secondary market, both by reducing the
nuisance cost associated with advertising" and
by improving the efficacy of the advertising.
Moreover, consumers have heterogeneous tastes
in the secondary market but are homogeneous
in the primary market, where they dislike their
data being collected, i.e., data collected imposes
a privacy cost on them. In the primary market,
the multi-product firm chooses how much data
to collect and sets a price for its primary product.
In the secondary market, it competes with a rival,
with each firm choosing a price and the number
of advertisements shown for its service.

They found that the competition between
platforms in the secondary market can affect data
collection in the primary market. Specifically,
they identified a novel anti-competitive effect of
competition: that increased competition in the
secondary market may increase the dominant
firm’s market power in the primary market
through higher data collection. This effect
has efliciency implications for data-collection
practices.

8  Arrow, K. J. (1962). Economic welfare and the allocation of resources for invention. In The Rate and Direction of Inventive Activity (pp. 609-626). Princeton University

Press. https://doi.org/10.1515/9781400879762-024

9  Griffith, R., & Van Reenen, J. (2021). Product market competition, creative destruction and innovation. CEPR Discussion Paper No. DP16763. https://ssrn.com/

abstract=4026627

10 Jakhu, G., & Roy Chowdhury, P. (2025). Endogenous data collection in platform markets: Privacy and welfare. Production and Operations Management, 34(9), 2700-2719.

https://doi.org/10.1177/10591478251325742

11 Nuisance cost of advertising (or the disutility of advertisement) is the utility loss that a user/viewer incurs from being exposed to advertisements because advertisements
interrupt content, consume time and attention, or otherwise reduce the quality of consumption.



They found that the strength of competition in
the secondary market determines whether data
collection is insufficient or excessive in relation
to the efficient benchmark that maximises social
welfare. When competition in the secondary
market is weak, data collection is below the
efficient benchmark. When competition is at an
intermediate level, data collection is excessive.
Insufficient data collection in a non-competitive
secondary market depends on the ability of
platforms to monetise advertisements. Under
conditions of weak competition, both firms
operate as quasi-monopolists in the secondary
market: consumer preferences are strong, so few
users switch in response to marginal changes in
price or quality. Therefore, firms cannot use data to
attract consumers who have stronger preferences
for rival products, thus resulting in small demand.
Consequently, the volume of advertisements will
also be small. To collect more data, a firm may
need to offer lower prices in the primary market,
which decreases a multi-product firm’s incentive
to collect data in the primary market.

Another theory of harm highlighted by Jakhu
and Chowdhury (2025) is the ability of the multi-
product firm to entrench its dominant position in
the secondary market.'> They found that strong
competition in the secondary market can lead
to monopolisation by the multi-product firm.
Since strong competition leads to lower prices
in the secondary market, users make adoption
decisions based on the relative nuisance cost of
advertisement. By assumption, a multi-product
firm reduces nuisance costs through targeted
advertisements shown to users, which would
result in users having a preference for the multi-
product firm’s service. Therefore, a multi-product
firm can capture large net gains by placing
advertisements on its platform and consequently
collecting a large amount of data in the primary
market so as to monopolise the secondary market
and gain a large advertising surplus.

2.3 Exploitative Theory of Harm

Chen et al. (2022) studied two related markets.'?
In the first, a data-collection market, firms sell a
product or service that generates individual-level
usage data as a by-product. In the second, a data-
application market, a platform can use individual
data to set personalised prices for consumers.
In each market, consumers have heterogeneous
preferences for the firms’ services. After a merger
between two independent firms in the two
markets, the merged firm can use data from the
data-collection market to set personalised prices
in the data-application market.

The data-related theory of harm centres on how
using datasets across markets changes the way
a merged firm provides prices to consumers.
When a platform that already operates in a data-
application market acquires a data-rich firm in
a data-collection market, it can use information
from the data-collection market to estimate users’
willingness to spend in the data-application
market. Therefore,amerger strengthensincentives
to subsidise prices in the data-collection market
to generate more demand and data, then use the
data to implement more precise personalised
pricing in the data-application market. While this
cross-market data combination generates benefits
for consumers in the data-application market,
these gains are largely appropriated by the merged
firm by using personalised prices. Therefore, the
resulting theory of harm in Chen et al. (2022) is
primarily exploitative'*: the ability to apply user
data across markets allows the merged platform
to extract a higher surplus from consumers in the
data-application market than would be possible
without the merger.

12 Jakhu, G., & Roy Chowdhury, P. (2025). Endogenous data collection in platform markets: Privacy and welfare. Production and Operations Management, 34(9), 2700-2719.

https://doi.org/10.1177/10591478251325742

13 Chen, Z., Choe, C., Cong, J., & and Matsushima, N. (2022). Data-driven mergers and personalization. The RAND Journal of Economics, 53(1), 3-31. https://doi.

org/10.1111/1756-2171.12398

14 Chen, Z., Choe, C., Cong, J., & and Matsushima, N. (2022). Data-driven mergers and personalization. The RAND Journal of Economics, 53(1), 3-31. https://doi.

org/10.1111/1756-2171.12398




2.4 Implications for Competitive
Assessment

Although the discussion so far has focused on
data-driven theories of harm, it is important to
recognise that cross-market data collection can
also generate benefits. Access to user-generated
data across markets can enable Big Tech firms
to create better aggregated consumer profiles,
which in turn can help improve the quality of
products and services as well as personalise
content and services tailored to users’ interests.
Recent empirical evidence has also highlighted
a higher information value of combining
datasets across markets. For example, studies
have shown that Google Searchs superior
performance over Microsoft Bing on long-tail
queries and popular search terms is attributed to
the former’s larger user base.”” Another notable
benefit of aggregating a user’s profile across
services is improved relevance of advertisements
tailored to the users interests, activities, and
preferences. Studies have shown that consumers
perceive advertisements of personally relevant
products to be less annoying than advertisements
of less relevant products;'® consumers also
improve the effectiveness of advertising
through increased attention to advertisements
and decreased advertisement avoidance."”

Therefore, economic regulation in settings
with cross-market data combination must be
highly nuanced. It calls for a careful assessment
and balancing of the efficiency gains from data
use across markets against the potential anti-
competitive effects that such data application may
generate. In the following section, we examine
several regulatory interventions motivated by
data-driven competition concerns, outlining the
key economic trade-offs associated with each
and drawing implications for their effectiveness.

3. Regulatory Options and their Economic
Trade-Offs

In this section, we examine several approaches that
are used to regulate cross-market data collection:
user control and informed consent, limits on
cross-market data combination, mandated
data access or sharing, and data portability and
interoperability. We explain the implications for
privacy, competition, and innovation incentives
for each regulatory approach.

3.1 Allowing Users Greater Control over
Data

The past few years have resulted in an unparalleled
level of data collection, which has eroded user
privacy. Consequently, regulatory authorities
and firms have focused on strengthening users’
right to remain anonymous. This is known as
the informed consent approach, wherein a firm
cannot collect user data without the user’s consent.
For example, the European Unions (EU) GDPR
(General Data Protection Regulation) requires
websites to obtain consent before collecting user
data. Similarly, Indias Digital Personal Data
Protection Act, 2023 (DPDP Act) empowers users
by giving them greater control, transparency,
and rights over their personal data, focusing on
informed consent and the right to access, correct,
and erase data.'® Even technology firms such as
Apple and Google have provided users with the
option of opting out of data collection.

However, several studies have highlighted the
shortcomings of the consumer control approach.
Choi et al. (2019) analysed a setting in which a
monopolist platform can collect users’ personal
data only with explicit user consent. A central
feature of the setting is the presence of information
externalities: when some users agree to share

15 Klein, T.J., Kurmangaliyeva, M., Prufer, ]., & Prufer, P. (2022). How important are usergenerated data for search result quality? Experimental evidence. SSRN. https://

papers.ssrn.com/sol3/papers.cfm?abstract id=4229292

16 Trampe, D,, Stapel, D.A,, Siero, EW., & Mulder, H. (2010). Beauty as a tool: The effect of model attractiveness, product relevance, and elaboration likelihood on
advertising effectiveness. Psychology & Marketing, 27(12), 1101-1121. https://doi.org/10.1002/mar.20375
17 Jung, A-R. (2017). The influence of perceived ad relevance on social media advertising: An empirical examination of a mediating role of privacy concern. Computers in

Human Behavior, 70, 303-309. https://doi.org/10.1016/j.chb.2017.01.008

18  Digital Personal Data Protection Act, 2023 (Act No. 22 of 2023). https://www.indiacode.nic.in/bitstream/123456789/22037/1/a2023-22.pdf



their data, the platform also learns more about
those who do not share. Each user considers only
their own privacy loss when deciding whether
to consent but does not consider the impact of
their decision on others. Consequently, even
with consumer control over data, the equilibrium
level of data collection can be socially excessive."
Campbell et al. (2015) examined the impact of
privacy regulation on the market structure and
showed that the informed consent approach
disproportionately affects small and new firms.
This in turn results in consumers buying from
privacy-invasive firms.*

Additionally, this approach would require
users to exercise their data protection rights
effectively and make granular decisions.
Empirical observations have shown that users
may not be well placed to exercise privacy choices
effectively. Exercising privacy choices can also
entail high costs, such as costs associated with
the effort to read and understand the privacy
notice and the effort required to manage privacy
settings.”! There are also structural limitations: an
individual may be accessing the services of a large
number of online firms, and effectively managing
their privacy choices across all firms could be
difficult. Moreover, a user might find it difficult
to understand the ways in which different data
points can be combined, analysed, and used to
infer information about the user.

3.2 Limiting Data Collection

This policy approach involves restricting scale
and scope advantages by imposing constraints on
the collection and use of consumer information
across markets, such as by creating data silos and
preventing firms from combining data across
services. However, this will lead to a reduction in
both static and dynamic efficiency.

Jakhu and Chowdhury (2025) applied the

economic framework discussed in section 2.2
to examine the effects of creating a data silo by
separating a merged firm into two independent
entities. They found that an independent
monopolist firm’s incentive to collect data in
the data collection market reduces since this
data cannot be used in the data-application
market, which results in increased prices for
users in the data-collection market. In the data-
application market, there are two opposing effects
on consumer welfare. The advantage is fewer
advertisements, and the disadvantage is increased
advertising nuisance because of more obtrusive
advertisements. Restrictions on data use also
decrease firm competition, which results in
increased prices charged to users. Consequently,
the price paid by a user increases in both data
markets, and user welfare can decrease with data
siloing.

The dynamic inefficiency can also result from
fewer incentives to innovate due to lower revenues.
Kramer and Shekhar (2025) studied a model
with connected markets, where data is collected
in one market and used to compete in another
market, with demand-enhancing innovation
efforts in both markets; the innovation leads to
better service quality or more service features,
leading to higher demand at any price.” Their
key finding was that cross-market use of data
increases innovation efforts by multi-product
firms in both data-collection and data-application
markets and benefits consumers in the data-
application market. Increased innovation in the
data-application market leads to higher demand,
which in turn generates data-driven network
effects and associated data-driven advantages
in the data-application market. Data siloing
closes this channel, which reduces innovation
efforts in the data-collection market because
profits from increased demand are dissipated in
the competitive process. In the data-application
market, stronger competition reduces incentives

19  Choi, J.P, Jeon, D-S., & Kim, B-C. (2019). Privacy and personal data collection with information externalities. Journal of Public Economics, 173, 113-124. https://doi.

0rg/10.1016/j.jpubeco.2019.02.001

20 Campbell, J., Goldfarb, A., & Tucker, C. (2015). Privacy regulation and market structure. Journal of Economics & Management Strategy 24(1), 47-73. https://doi.

org/10.1111/jems.12079

21 Cranor, L.E (2012). Can users control online behavioral advertising effectively? IEEE Security ¢ Privacy, 10(2), 93-96. https://doi.org/10.1109/MSP.2012.32
22 Krémer, J., & Shekhar, S. (2025). Regulating digital platform ecosystems through data sharing and data siloing: Consequences for innovation and welfare. MIS Quarterly,

49(1), 123-154. https://doi.org/10.25300/M1SQ/2024/18428




for demand-enhancing innovation. Thus, a data-
siloing regime hurts consumers in both markets.

Building on the economic trade-offs discussed
in the literature, we conclude that data siloing
can promote competition by requiring firms to
build data-driven advantages separately in each
new market. Siloing also prevents firms from
realising efliciency gains from applying data
across markets, leading to losses in advertising
effectiveness and reductions in service quality and
features. These findings suggest that data siloing
regulations are likely to have limited effectiveness
if the associated efficiency losses are significant.

3.3 Mandated Data Sharing

This approach focuses on mandated data sharing,
requiring dominant technology firms to share
user data with rival firms. Providing such
access can help rival firms create more granular
consumer profiles, thus helping improve the
value of services (e.g., targeted advertisements)
for users.

Chen et al. (2022) identified that data sharing
benefits standalone competitors in the data-
application market.”® They also identified another
important pro-competitive effect of data sharing,
thatitreducestheriskofmonopolisation. However,
data sharing reduces firms™ incentives to collect
and analyse relevant data, as this information
will need to be shared with competitors. As a
result, consumers in the data-collection market
become worse off due to less competition and
better off in the data-application market because
of intensified competition and lower personalised
prices. Therefore, we must compare the loss in the
data-collection market with the gain in the data-
application market. An important implication
is that if the market share of a merged firm is
very large without data sharing, then a data-
sharing remedy can improve consumer welfare
by lowering personalised pricing.

While discussing economic trade-offs, Chen etal’s
(2022) model does not consider the innovation
incentives of firms. Although, based on their
framework, data sharing can improve consumer
welfare in a static economy, it may reduce welfare
if we consider firms’ innovation incentives over
time. This crucially depends on how data is
used to enhance innovation. Based on the data-
based innovation theory of harm by Priifer
and Schottmiller (2021), reduced innovation
incentives arise because data advantage leads to
lower marginal costs of innovation for a data-
rich firm, thus causing market tipping.** Data
sharing results in both firms facing the same cost
function and can thus eliminate this mechanism
that causes data-driven markets to tip.

Consequently, by increasing the efficiency of
firms and strengthening competition, data
access remedies can help avoid the negative
consequences of innovation within data-driven
markets. However, Priifer and Schottmiuller’s
(2021) results may not be relevant when factoring
in the incentive to collect and analyse data. For
example, sharing inferred data — i.e., insights
about consumer behaviour, which form the basis
for competition in digital markets — can dampen
both the data-collection and data-analytics efforts
of firms by preventing them from benefiting from
the insights gained from user data. Therefore,
firms will have lower incentives to collect data
and infer insights over time, counteracting the
welfare gain, such as in the static framework of
Chen et al. (2022) and the dynamic framework of
Priifer and Schottmiller (2021).

It is also important to evaluate the gap between
the market value and the social value of data
use. Understanding how this social value can
be created will determine the returns to any
investment in data collection and analysis as well
as the trade-offs associated with remedies such
as mandated data sharing. In this context, it is
important to highlight that data is non-rival. The

23 Chen, Z., Choe, C., Cong, J., & and Matsushima, N. (2022). Data-driven mergers and personalization. The RAND Journal of Economics, 53(1), 3-31. https://doi.

org/10.1111/1756-2171.12398

24  Prifer, J., & Schottmiiller, C. (2021). Competing with big data. Journal of Industrial Economics, 69, 967-1008. https://doi.org/10.1111/joie.12259
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same dataset can often be reused by multiple firms
without being “used up”. This factor encourages
the efficient allocation of resources towards
wider access. Yet, firms may strategically hoard
data to preserve advantage and protect rents,
creating too little sharing relative to the welfare
optimum, especially when the data is unique and
entry depends on access.”® Another important
economic characteristic is that individual data
often has a social dimension: information
gathered from one user can be predictive of other
users with similar traits or behaviour. For an
incumbent with a very large dataset, this means
the incremental value of one more user’s data may
be limited because the existing dataset already
enables accurate inference and profiling. This
leads to a market failure under exclusive private
control: when data is concentrated and access is
restricted, the market may fail to capture the full
benefits of these informational spillovers, since
wider use and recombination could generate
additional gains that a single data owner does not
internalise.”

3.4 Data Portability and Interoperability

Data portability and interoperability are
increasingly viewed as complementary tools to
reduce data-driven entry barriers and support
effective competition in digital markets. Data
portability gives users the right and technical
ability to obtain and transfer their data from one
provider to another, as recognised, for example,
in Article 20 of the GDPR and similar initiatives
in the EU Digital Markets Act (DMA).”” This
can reduce switching costs for consumers, thus
enabling easy entry by new firms as well as
increasing competition among existing firms in
the market. The indirect effect of data portability
includes increased innovation.

Florez and Blind (2020) conducted an empirical
analysis of Spotify to examine how data
portability affects innovation. They identified
two distinct innovation effects: “exploitation
innovation” and “exploration innovation” Under
exploitation innovation, firms like Spotify
increase investment in data-driven innovation to
deepen user engagement and retention, thereby
reducing churn. Under exploration innovation,
they invest in new data-driven algorithms that
can incorporate and learn from data about users
acquired from rival services.”® However, in highly
concentrated digital markets, such as markets
for social networks and search, the potential for
increased investments in data-driven innovation
is limited because of the lack of effective
competitors. Additionally, data portability alone
may not lead to the emergence of effective rivals.
For instance, as the Australian Competition and
Consumer Commission observes, data portability
is unlikely to have a significant effect on barriers
to entry and expansion in highly concentrated
digital markets in the short term because users
may simply have no realistic alternative services
to move to.”’

Interoperability enables competing platforms to
interoperate among themselves, such as two rival
messaging services (horizontal interoperability),
or allows third-party firms services to work
with the platform’s core functions (vertical
interoperability). Horizontal interoperability can
promote competition among digital platforms.
For instance, in markets with strong network
effects, such as markets for social networks, users
are often locked in because moving to a new
platform means losing existing connections and
interactions. Requiring interoperability between
the incumbent and the entrant can allow users to
keep their social links when using a rival service
and switch without sacrificing network benefits,
reducing lock-in and lowering the risk that the
market will tip in favour of a single platform.

25 Jones, C.I,, & Tonetti, C. (2020). Nonrivalry and the Economics of Data. American Economic Review, 110(9), 2819-2858. https://doi.org/10.1257/aer.20191330

26 Bergemann, D., Bonatti, A., & Gan, T. (2022). The economics of social data. The RAND Journal of Economics, 53, 263-296. https://doi.org/10.1111/1756-2171.12407

27  Regulation (EU) 2016/679 (General Data Protection Regulation), Art. 20; Regulation (EU) 2022/1925 (Digital Markets Act), Arts. 6(9), 6(10).

28 Florez, E., & Blind, K. (2020). Data portability effects on data-driven innovation of online platforms: Analyzing Spotify. Telecommunications Policy, 44(9),102026. https://
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29  Australian Competition & Consumer Commission (2019). Digital Platforms Inquiry: Final Report. https://www.accc.gov.au/about-us/publications/digital-platforms-
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Vertical interoperability can address competition
concerns in a vertical market structure by
facilitating third-party services to access the
platforms core service, thus strengthening
competition in the complementary market.
However, vertical interoperability can raise
privacy concerns: third-party access to a platform
may increase the chances of personal data being
compromised or exposed through security
breaches.

3.5 Key Insights

An important insight that derives from a
discussion of the various regulatory approaches
is that strengthening consumer control of data
is by itself unlikely to curb data extractivism
and facilitate market competition. It does not
affect the underlying data-driven business model
because of behavioural and structural limitations,
information externalities, and unintended effects
on smaller rivals. Moreover, privacy frameworks
are designed around individual rights, whereas
data extractivism is a structural phenomenon
driven by network effects, economies of scale
and scope in data, and the bottleneck positions
of digital platforms. Without complementary
regulatory tools, privacy choices cannot
significantly reduce the market power based on
massive data extraction and application across
markets.

Another important insight is that the discussed
regulatory tools including data siloing, mandated
data sharing, data portability and interoperability,
do not yield unambiguous welfare gains but
include trade-offs between privacy protection,
competition, and innovation. Therefore,
regulators need to use these tools in a targeted
and context-specific manner, balancing the gains
from reduced market power and strengthening
competition against reduced innovation and
possible privacy degradation. In this context,
a key requirement for regulatory design is
understanding the distinction between the
market value and social value of data.

4. Recent Investigations concerning Cross-
Market Data Combination

This section includes summaries of recent
enforcement actions in which competition
authorities have examined cross-market data use.
These cases illustrate how concerns about privacy,
data-enabled foreclosure, and entry barriers have
translated into specific theories of harm and
remedies.

Google/Fitbit Merger: In the case of the Google/
Fitbit merger, the European Commission (EC)
investigation revealed that the combination
of Fitbit's health data with Google’s data from
other sources would significantly strengthen
Google’s advantage in the personalisation of
the advertisements displayed on its platforms,
including Google Search and YouTube, as well
as on third-party websites. To address this, the
EC approved the merger subject to data-use
and siloing commitments: Google must not use
Fitbit health and wellness data for its advertising
services, must keep Fitbit data in a separate “data
silo” from other Google advertising data, and
must give users a real choice over whether their
Fitbit/health data can be used by other Google
services.”

United States v. Google LLC: In the US v. Google
case, the main data-related competitive harm
resulted from Google’s exclusionary default
agreements that gave it access to a large amount
of user search data, entrenched its dominance in
generalsearch,andhindered effective competition.
To address the anti-competitive effects arising
from exclusionary default agreements, the court
required Google to make available to “Qualified
Competitors” certain search index data and
a limited set of user-interaction datasets that
underlie ranking models such as Glue and Rank
Embed, with frequency and privacy safeguards
overseen by a technical committee.”

Apple/Shazam Merger: In the case of Apple’s
acquisition of Shazam, the EC investigated the

30 European Commission. (2020). Mergers: Commission clears acquisition of Fitbit by Google, subject to conditions [Press release]. https://ec.europa.eu/commission/

presscorner/api/files/document/print/en/ip 20 2484/IP 20 2484 EN.pdf

31 United States et al. v. Google LLC, No. 1:20-cv-03010 (APM), Memorandum Opinion on Remedies (2025). https://law.justia.com/cases/federal/district-courts/district-of-

columbia/dcdce/1%3A2020¢v03010/223205/1436/
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potential harm resulting from Apple’s access to
commercially sensitive data about customers
of rival music streaming services. The concern
arises because Apple could combine its own data
with Shazam data, target rival music streaming
services’ customers through offers and discounts,
and incentivise them to switch to Apple Music. As
aresult, such a data combination after acquisition
can put competing music streaming services at a
disadvantage. After an in-depth review, the EC
cleared the merger unconditionally, concluding
that Shazam data would not materially strengthen
Apple’s ability to target or foreclose rivals.*”

XYZ v. Alphabet Inc. and Others: In its order on
XYZv. Alphabet Inc. and Others, the Competition
Commission of India (CCI) observed that the
mandatory requirement to use the Google Pay
Billing System (GPBS) provides Google with
access to a large amount of consumer-level data
of app users, including personal and financial
transaction information. As aresult, Google could
use GPBS-derived consumer data to strengthen
its own downstream services (e.g., payments),
thereby raising rivals’ costs and weakening
developer choice. In addition, collection and
exclusive access to consumer data would provide
Google with an advantage in online advertising
services. To prevent anti-competitive effects, CCI
required Google to adopt a clear data-use policy,
prohibited it from leveraging competitively
relevant transaction/consumer data to gain an
advantage, and ordered that app-specific data
collected via GPBS be shared with the respective
application developers, subject to safeguards.”

WhatsApp’s 2021 Privacy Policy Change: CCI
took a suo-motu cognisance of WhatsApp's
2021 privacy policy change and concluded
that WhatsApps privacy policy change, which

offered a “take-it-or leave-it” choice to the
users, constituted an imposition of an unfair
condition on the users. Its view was based on the
interpretation of consumer privacy as a quality
parameter and the consequent degradation of
consumer privacy. Further, CCI concluded that
WhatsApp's data could be used to leverage market
power and strengthen Meta’s dominant position
in other markets, such as display advertising.**
To restore competition, CCI imposed an INR
213.14 crore penalty and a set of behavioural
remedies, including an opt-out option for data
sharing and a five-year ban on using WhatsApp
data for Meta’s advertising. On 4 November 2025,
the National Company Law Appellate Tribunal
(NCLAT) upheld the penalty but set aside the
five-year blanket ban.*

German Facebook Case: In February 2019, the
German Federal Cartel Office (FCO) found that
Facebook abused its dominant position in the
market for social networking services by making
the use of the platform conditional on data
collection on Facebooks website, on Facebook-
owned websites and applications (Instagram,
WhatsApp), as well as on third-party websites and
smartphones, without users’ consent. Since users
had no realistic alternative, they were forced to
accept excessive data-collection terms. To address
the abuse of dominant position, subsequent
directions by Bundeskartellamt required that
any merging of data from Facebook-owned
services or third-party websites with Facebook
user accounts be conditional on users’ voluntary
consent; without such consent, the data must
remain with the respective service and cannot be
processed in combination with Facebook data.*
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5. Role of Competition Authorities to
Address Privacy Violations

Based on recent investigations and decisions
against Big Tech firms, this section outlines two
distinct ways in which privacy infringements can
be considered in competition assessment.

5.1 Privacy Harm

Recent enforcement practice illustrates how
privacy degradation can be treated as both a
quality reduction and a source of competitive
harm. Potential privacy harms can be seen as a
reduction in consumer welfare and form the
basis for examining the competitive effect of data
collection.

CCI, in its investigation of WhatsApps 2021
privacy policy, viewed privacy as a non-price
parameter of competition, i.e., quality. In this
view, a degradation of privacy can be viewed
as a reduction in quality. CCI recognised
WhatsApp's 2021 policy and the consequent
data-sharing by WhatsApp with Facebook as
a degradation of quality that adversely affects
consumer welfare. The “take-it-or-leave-it” policy
provided no opt-out option to users. As a result,
users were left with no other option besides
consenting to data collection and sharing to
continue using WhatsApp. Further, CCI linked
excessive data collection from the WhatsApp
service to competitive harm. By aggregating data
from multiple sources, Meta gains analytical
capabilities for display advertising that smaller
competitors cannot replicate, thus creating entry
barriers for competitors in the market for online
display advertising. This view was further upheld
by NCLAT, which found that WhatsApp abused
its dominant position by using a take-it-or-
leave-it approach to data collection and sharing.
CCI’s remedies have moved beyond consent
by mandating transparency and preventing
market foreclosure and leveraging of market
power through cross-platform data pooling and
aggregation. It has also restored user choice by
removing conditions on WhatsApp data access
and introducing an opt-out mechanism.

A similar logic appears in the Bundeskartellamt’s
Facebook decision, which treated privacy
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degradation as an exploitative abuse comparable
to excessive pricing but expressed in terms
of excessive data collection. The authority
emphasised that the negative effects on consumer
privacy can be seen through a broader lens,
taking into account the right to “informational
self-determination”. Under this view, consumers
should be provided with differentiated privacy
choices over the collection of their personal
data and how their personal data is disclosed
and used by others. An absence of consumer
privacy choices can be interpreted as a decrease
in consumer welfare. The Bundeskartellamt
emphasised that Facebook’s general terms forced
users to accept broad cross-service data collection
and linkage if they wanted full service as no
realistic, less intrusive alternative was available.
This implies denying individuals’ meaningful
control over how their data is used, which is the
core of informational self-determination.

Takentogether, theinvestigationsand enforcement
actions against Meta’s data collection practices
by both CCI and the German FCO reflect a
converging regulatory stance. Both authorities
highlighted that dominant digital platforms can
impose take-it-or-leave-it conditions on users
and that excessive, cross-service data collection
is treated not only as a direct infringement of
user privacy and autonomy but also as a means
of reinforcing market power in adjacent markets
and raising entry barriers for smaller rivals. In
this view, privacy-invasive conduct and anti-
competitive outcomes are intrinsically linked: the
exploitation of user data is one of the mechanisms
through which dominance is created and
maintained.

5.2 Data Combination and Market Power

Anotherapproachislinkingprivacyinfringements
to the implications of data combination in
mergers. In this approach, privacy concerns arise
because of the market structure intertwined with
cross-market data combination and use. This can
lead to the use of personal data across services
of the merged entity beyond the purpose for
which the data was initially collected. The recent
decisions by competition authorities related
to data-driven mergers have considered this
relationship. In particular, they analysed whether



combining the parties’ datasets across markets
would create a competitive advantage (e.g., in
online advertising) or foreclose entry.

Data can adversely affect competition when
it confers an advantage to the dominant firm.
However, if the data is not unique and is broadly
accessible, then a rival firm in the data-application
market can obtain the same information and
realise efficiencies. This was the basis for the EC’s
decision on approving the Apple/Shazam merger
with no data-usage conditions. It concluded that
integrating Shazam data with Apple data would
not confer a unique, non-replicable advantage,
since rivals could access comparable data from
other sources. However, if the data is unique
and not broadly accessible, then it confers an
advantage, as was argued in the Google/Fitbit
review; combining Fitbit health data with Google’s
non-health data from other sources could create
a data advantage not replicable by other firms in
the data-application market. In such cases, and
as concluded in the Google/Fitbit review, use
restrictions such as commitments to maintain
a data silo can prevent exclusionary conduct of
cross-market data use while preserving merger
efficiencies.”

5.3 Ex-Ante Regulation in Data-Driven
Digital Markets

The enforcement experience and regulatory
convergence illustrate both the potential and the
limits of ex-post competition tools in data-driven
digital markets. Authorities have begun to treat
privacy degradation as a non-price parameter
of competition and to address cross-service data
combination through merger control and abuse
of dominance cases.

However, these cases also underline the
structural limitations of a purely ex-post, case-by-
case approach. Investigations are often lengthy,

remedies are implemented only after dominance
and data advantages have become entrenched,
and interventions are tailored to specific conduct
rather than to the underlying economic features
of data-driven markets. It must be emphasised
that many competition concerns, such as data-
driven market tipping, inefficient data collection,
and cross-market leveraging, are rooted in the
structural characteristics of digital markets,
such as data-driven indirect network effects and
economies of scale and scope in data, rather than
in isolated instances of anti-competitive conduct.

Therefore, as discussed in section 2, in such
markets, tipping or dominance may be a
predictable outcome even if the dominant firm’s
conduct is not anti-competitive under traditional
competition enforcement. As a result, once these
markets have tipped, traditional competition tools
may not be able to enforce effective competition
in the market. In addition, several authors have
highlighted that competition law enforcement
in the digital sphere has been too complex and
too slow. For instance, Marsden and Podszun
(2020) argue that “proceedings take a long time,
developing theories of harm in individual cases
is burdensome, finding the right remedies has
proved very difficult in the past*®

Hence, a complementary ex-ante regulation
targeted at structural data-related risks may be
required to prevent market tipping and abusive
data practices before they occur. However, ex-
ante regulation in data-driven markets has its own
limitations.*® Therefore, ex-ante tools for data-
driven markets can be justified but only where
regulators can demonstrate strong, empirically
grounded evidence that these markets exhibit
structural risks that ex-post enforcement cannot
adequately address. In particular, treating all
data-rich dominant platforms as candidates for
ex-ante control would be counterproductive,
constraining firms whose data advantages are

37 European Commission. (2020). Mergers: Commission clears acquisition of Fitbit by Google, subject to conditions [Press release]. https://ec.europa.eu/commission/
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contestable and whose behaviour might otherwise
enhance welfare.

Against this backdrop, and based on the economic
trade-offs of various regulatory options and review
of recent enforcement decisions, we conclude
that ex-ante measures can be implemented
in markets with the following structural
features: the presence of powerful data-driven
indirect network effects, where additional users
significantly and persistently lower innovation
costs or improve prediction for the incumbent;
and that the relevant data is non-replicable or
very costly to appropriate for rivals, even over
time. These economic conditions are consistent
with recent legislative initiatives, such as the EU’s
DMA® and India’s Draft Digital Competition Bill
(DCB).* In both regimes, the ex-ante obligations
apply only once a platform has been formally
designated — either as a “gatekeeper” (DMA)
or a “Systemically Significant Digital Enterprise”
(SSDE) — for specific core (platform) services on
the basis of quantitative thresholds and qualitative
indicators of entrenched market power, such
as network effects and data-driven advantages,
barriers to entry (including data leveraging),
and economies of scale and scope, among other
structural market characteristics.

Once these conditions are met, ex-ante tools
should still be designed to protect competition
and consumer welfare in these specific data-
driven markets while avoiding unnecessary
constraints on innovation. The measures
discussed in section 5, i.e., limits on cross-market
data combination, data-access and data-sharing
obligations, and enhanced data portability and
interoperability, are broadly consistent with the
ex-ante toolkits developed in the EUs DMA.
India’s draft DCB is being reconsidered; however,
in an earlier version of the DCB, the core data-
based remedies were: (i) a prohibition on using
business users’ non-public data generated on

SSDEs’ core digital service to compete against
those business users; (ii) a restriction on intermix
or cross-use of the personal data of end users or
business users collected by SSDEs from different
services, including their core digital services, with
explicit consent; and (iii) an obligation to enable
data portability for end users and business users.
Building on the remedies discussed in this policy
brief, data-based remedies in the DCB can be
expanded to include data sharing (e.g., access for
business users to data generated via the platform)
and targeted mandated data access for rivals, such
as FRAND access to ranking, query, click, or view
data for competing search engines.

However, since data-based remedies entail both
costs and benefits, their implementations should
be preceded by market investigations to examine
the structural features of the core digital services
(e.g., strong data-driven network effects, non-
replicable datasets, high switching costs/lock-
in, and risks of market tipping) and to assess
the competitive implications of the proposed
remedies. Moreover, remedies should be subject
to periodic reviews so that they can be adjusted or
withdrawn as market conditions evolve.

6. Conclusion: Key Policy Implications

A salient feature of digital markets is large-scale
data extraction and the application of user-level
data: information generated as a by-product
of activity in one market can be leveraged in a
separate market. Within this data-connected
market environment, several mechanisms, such
as learning-based cost reductions and data-
driven entry barriers, can strengthen competitive
advantage in the data-application market and
generate privacy harms. At the same time, cross-
market data use may yield efficiency gains through
improved advertisement targeting and quality
enhancement. Therefore, the primary implication
is that the welfare effects of cross-market data use

40 European Commission. (2022). Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14 September 2022 on contestable and fair markets in the
digital sector and amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act), O] L 265, pp. 1-66. https://eur-lex.europa.eu/legal-content/EN/TXT/

PDF/2uri=CELEX:32022R1925

41 Committee on Digital Competition Law. Annexure IV to the Report of the Committee on Digital Competition Law. Draft Digital Competition Bill. Ministry of Corporate
Affairs, Government of India. https://www.medianama.com/wp-content/uploads/2024/03/DRAFT-DIGITAL-COMPETITION-BILL-2024.pdf
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are ambiguous ex ante and depend on underlying
structural conditions, including the replicability
of relevant datasets, the strength of data-driven
network effects, and the extent of market power
and user lock-in. Regulatory interventions should
consequently be evidence-based, examining the
structural features in data-driven markets, with
remedies calibrated to the market’s structural
features and proportionate to the competitive
concerns they are intended to address.

Several policy implications follow. First,
regulation should move beyond consent-only
frameworks. In markets where platforms face
limited competitive constraints, notice and
consent is unlikely to deliver meaningful privacy
choice or competitive outcomes because it
does not address the structural drivers of data-
driven market power. It should therefore be
complemented by remedies that directly address
structural conditions that enable leveraging and
foreclosure through cross-market data use.

Second, policymakers should adopt a targeted
toolkit rather than a one-size-fits-all rule. Limits
on cross-market data use can enhance privacy by
reducing the volume and scope of data collected,
but they may also weaken data-driven efficiencies
and lower firms’ incentives to invest in new
services and features. These instruments are most
effective when market tipping risks are high and
the relevant datasets are difficult for rivals to
replicate. Mandated data access or sharing can
mitigate entry barriers in specific cases. However,
by diluting the returns to data collection and
analytics, they can dampen innovation incentives,
both in the data-collection and data-application
markets. Thus, it must be narrowly scoped
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to preserve incentives for data collection and
analytics while managing privacy and security
risks. Data portability and interoperability can
lower switching costs and weaken data-based
entry barriers, but they may be insufficient when
users lack realistic alternatives and can raise
additional privacy concerns.

Third, regulatory design should recognise the
divergence between the private and social value of
data: firms do not internalise the gains from data
being used broadly nor the externalities associated
with data accumulation, implying that remedies
should be assessed not only through immediate
price and quality effects but also through their
implications for social value creation from data.

Fourth, ex-ante dataremedies are most compelling
for designated gatekeepers when data-driven
network effects are strong, relevant datasets
are unique or accumulate through entrenched
intermediation, and rivals cannot easily replicate
them.

Finally, ex-ante obligations should be preceded
by market investigations that assess the structural
featuresoftherelevantcoredigitalservice. Giventhe
evolving nature of data-driven markets, remedies
should be monitored and periodically reviewed to
mitigate unintended adverse competitive effects.
Taken together, these considerations support an
approach that combines ex-post enforcement
with ex-ante, gatekeeper-focused obligations in
settings where cross-market data advantages are
likely to entrench dominance and where delayed
intervention risks irreversible market tipping.
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